Kaspersky® Open Space Security

UuJhy?

Open Space

SEecurity

> Unmatched
anti-malware protection

> Small footprint
for fast performance

> Comprehensive
management and reporting

> Easy to install,
easier to manage
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Kaspersky Open Space Security

Business Space Security

Provides high-quality protection for corporate information assets from
all types of contemporary Internet threats.

Kaspersky Open Space Security is a suite of products that offers
security coverage for all types of network endpoints, from mobile
devices to servers. Incoming and outgoing data traffic — including
email, web traffic and network interactions — is scanned for malicious
content and management is simplified by using a set of powerful
administration tools.

Kaspersky Open Space Security supports all the main platforms —
Windows, Linux, Novell NetWare, etc. — and is easy to install and
use. This suite of products is capable of protecting several types of
network nodes simultaneously. The customer can choose one of the
three Open Space product options depending on which corporate
network components require protection:

» Kaspersky Business Space Security
« Kaspersky Enterprise Space Security
« Kaspersky Total Space Security

Protection

Unmatched malware detection, removal and protection from both
known and unknown exploits. Our protection is customizable, based
on individual roles, locations or both.

Performance

Super-fast when it comes to scanning systems or the traffic that
comes through your network. Kaspersky won’t slow your users down.
The smallest possible client footprint and frequent, small updates
mean your users have the bandwidth they need, when they need it.

Manageability

A new graphical user interface makes security-related management
tasks quick and easy. Easy-to-read, real-time reports give you critical
information at your fingertips, so your IT managers can focus their
attention where it is needed.

Deploy in a Snap

We understand that no business wants to undertake a wieldy and
time-consuming transition. That's why Kaspersky builds business
security products with an eye for exceeding our customers’
expectations from the onset. Our solutions discover the systems on
your network, remove incompatible software, send and install
Kaspersky software, and implement security policies — all using

user-friendly wizards to guide you and your team through the process.

Premium Protection Where Business Happens

Kaspersky Business Space Security offers protection to workstations,
smartphones, and file servers from all types of computer threats,
prevents epidemics of malicious programs, and keeps information secure
and fully accessible to users of network resources. The product was
designed to meet the increasing demands of servers operating under
heavy loads.

Product Highlights

Anti-virus protection for key network nodes: workstations,
laptops, file servers and smartphones

New anti-virus engine ensures optimal use of resources

Enhanced proactive protection for workstations and file
servers against new malicious programs

On-the-fly scanning of email and Internet traffic
Personal firewall for protection on any type of network,
including Wi-Fi

Local protection from unsolicited emails and phishing
Prevents data leaks from lost smartphones

Protection for file servers running Windows, Linux and
Novell NetWare

Comprehensive protection for terminal servers and
cluster servers

Load balancing of server processes
Full support for 64-bit systems

Additional Features

Centralized installation, management and updates

Scalability

Dashboards display current status of network anti-virus protection
Device Control to manage employee use of removable media
Dedicated security policy for remote users

Support for network access control technology (Cisco® NAC
and Microsoft® NAP)

Comprehensive reports on network protection status

Available Products

Workstations
File Servers
Management
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Kaspersky Open Space Security

Enterprise Space Security  Total Space Security

Ensures the free flow of information within your organization and secure
communication with the outside world.

The solution includes components for the protection of workstations,
smartphones and both mail and file sewvers from all types of contemporary
computer threats, removing malware from emails and keeping information
secure and fully accessible to users of network resources.

Product Highlights

« Anti-virus protection for critical network nodes: workstations,
laptops, file and mail servers as well as smartphones

» New anti-virus engine ensures optimal use of resources

 Enhanced proactive protection for workstations and
file servers against new malicious programs

» On-the-fly scanning of email and Internet traffic

« Personal firewall for protection on any type of network,
including Wi-Fi

« Local protection from unsolicited emails and phishing

 Prevents data leaks from lost smartphones

« Protection for file servers running Windows,
Linux and Novell NetWare

» Comprehensive protection for terminal servers and cluster servers
« Load balancing of server processes

 Anti-virus protection for Sendmail, gmail, Postfix and
Exim mail servers

» Scanning of messages, databases and other objects on
Lotus Notes/Domino servers

 Scanning of all messages on Microsoft Exchange servers,
including public folders

e Blocks mass mailings and malware outbreaks
o Full support for 64-bit systems

Additional Features
« (Centralized installation, management and updates
« Scalability
« Dashboards display current status of network anti-virus protection
« Device Control to manage employee use of removable media
« Dedicated security policy for remote users

 Support for network access control technology
(Cisco® NAC and Microsoft® NAP)

» Comprehensive reports on network protection status

Available Products
» Workstations
« File Servers
o Mail Servers
» Management

Premium Protection Where Business Happens

Provides integrated protection for corporate networks of any size or
level of complexity from all types of contemporary computer threats.

The solution includes components for the protection of workstations
and smartphones, providing users with secure and fast access to
company information resources and the Internet, as well as secure
communications via email.

Product Highlights

e Integrated protection from malware, spyware, hacker attacks
and spam at all levels of the corporate network from workstations
to Internet gateways

» A new anti-virus engine ensures optimal use of resources

 Enhanced proactive protection for workstations and
file servers against new malicious programs

» On-the-fly scanning of email and Internet traffic

« Personal firewall for protection on any type of network,
including Wi-Fi

e Local protection from unsolicited emails and phishing
o Prevents data leaks from lost smartphones

« Protection for file servers running Windows, Linux
and Novell NetWare

» Comprehensive protection for terminal servers and cluster servers
« Load balancing of server processes

o Anti-virus protection for Sendmail, gmail, Postfix
and Exim mail servers

 Scanning of messages, databases and other objects on
Lotus Notes/Domino servers

 Scanning of all messages on Microsoft Exchange servers,
including public folders

 Blocks mass mailings and malware outbreaks
« Centralized protection from spam

« Centralized anti-virus scanning of Internet traffic (HTTP/FTP)
in real time

« Protects Microsoft ISA Server (including server arrays)
o Support for proxy server appliances
 Full support for 64-bit systems

Additional Features
« Centralized installation, management and updates
« Scalability
» Dashboards display current status of network anti-virus protection
« Device Control to manage employee use of removable media
« Dedicated security policy for remote users

 Support for network access control technology
(Cisco® NAC and Microsoft® NAP)

o Comprehensive reports on network protection status

Available Products
» Workstations
o File Servers
o Mail Servers

o Anti-Spam
« Mobile Security
* Management
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Administration Kit 8.0

Get a single view of your business-wide security situation with a simple and intuitive interface for managing
security across the corporate network down to an individual device with Kaspersky Administration Kit 8.0. Set
and enforce security policies on the devices employees use wherever they go. And get real-time security information

delivered the way you want it.

Easy Installation & Deployment
* One-step installation of all components
* Easy upgrade from previous versions
« Automatic generation of installation packages
« Automatic generation of policies and tasks
+ Automatic and configurable network discovery

Simplified Management

« Scenario-based administration provides a set
of pre-loaded, “canned” tasks, that are wizard
driven and help identify, create and manage a
number of standard workflows

* Improved interface — easy for beginners and
powerful for experts
Powerful Reporting
« Dashboards for real-time status information

« Expanded reporting formats (PDF, XML, SQL
Views)

« Simplified “Rip & Replace” with automatic
removal of incompatible applications

« Integration with Active Directory
« A single, configurable reboot required
* Improved remote installation

* Less clicks to complete a task
* Cisco NAC/MS NAP support

* Mobile user policy support

* Wake-on-LAN support

* Bandwidth throttling

* SNMP Support for integration with security
consoles

* Systems Admin auditing

Kaspersky Open Space Security Protection

Kaspersky's solutions suit the needs of your
organization. Whether it’s protection for workstations
and file servers, or mail and gateway protection,
you will find exactly what you need to ensure the
security of your environment both on the network
and outside the office.

Kaspersky Total Space

Kaspersky Enterprise Spa

Kaspersky Business Spac

For the latest on anti-virus, anti-spyware, anti-spam, and other IT security issues and trends,
visit www.viruslist.com. For the latest security news, visit www.threatpost.com.
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